Ideas for
Internet Security on the Cheap!
 

Surf safely - don't expose yourself to unnecessary risk.
 

Following a frank presentation by Assist several years ago, that included some of the possible dangers of the Internet such as Viruses, Trojans, Spyware and Diallers, I though that I would put together a short information sheet with ideas for Internet security on the cheap. This is not meant to be a definitive guide; I am not in any way an expert, but rather something positive and readable to get you started. 
Did you know that the data you thought that you had deleted from your hard disk is likely to be still there - it is not deleted until it has been written over - If specialist software can find it, then so can malicious programs. 
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As with any community there is a small minority who for what ever reason cause misery and mayhem, the illegality of their actions is irrelevant, just as we have a responsibility to ourselves and family to protect our homes we also have a responsibility to protect our data. 
Hackers, like burglars look for easy targets, if you take simple precautions such as using up- to- date firewall and anti-virus software then you are significantly reducing your vulnerability. 
Most attempted security breaches are random - they are not directed specifically at you just, chancing their luck, it may even be as non-sinister as a packet of data (data travels round the web in 'packets') that has gone astray and arrived at your computer by mistake. You still don't want it though so why let it in?
Be aware that if you are downloading programs or music for example then you increase your chances of picking up an uninvited program or two. We all like free software however it takes time to write and we all know that time is money; companies that trade in data will pay for the privilege of their adware or Spyware being downloaded covertly with the program that you want.
 Personal data and information about Internet habits is big business but, so long as you follow the security measures you will reduce the risk of yours being harvested directly from your machine - nothing, however is foolproof.

	 My suggestions: 
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 HYPERLINK "" \l "Firewall" Always use a firewall

· [image: image3]

 HYPERLINK "" \l "Virus" Always use up-to-date anti-virus software

· [image: image4]

 HYPERLINK "" \l "Housework" Virtual Housework

· [image: image5]

 HYPERLINK "" \l "Email" Email Sense
N.B. The links included in these sections are examples they are not recommendations nor are they the only resources available - you should read the information given in the websites carefully, talk to family and friends about what they use and recommend, read articles on Internet security and make your own judgement. 
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A firewall will prevent intruders hacking your machine and programs accessing the internet without your authority. You maybe lucky enough to have a hardware firewall built in with your router/modem, fantastic  but if like the majority of people you don't then use a program There really are some excellent programs that are free for home users. Windows XP and Vista has their own Firewall but they dont block programs on your computer accessing the internet from your computer so in theory your data can be passed out of your machine by a program you didn't know you had. 

Links
ZoneAlarm

COMODO 
Agnitum

 HYPERLINK "http://www.agnitum.com/products/outpostfree/" 
 Outpost
Sunbelt Kerio Personal Firewall - free 30 day trial then reverts to its basic mode. Does not work on Vista 
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New viruses are found in the wild on a daily basis, often they are just old ones re-vamped but every so often you get a real biggy such as 'my Doom'. An Anti virus program will scan your files and emails for virus' and if they find any will disinfect your machine. 

You will probably be best advised to invest real money in an anti-virus program with support and daily updates. There are free programs but they may not be as up to date or have as good support as the versions that you buy, however for an interim stop gap, until you decide which product you prefer and can afford (it is an ongoing expense) the freebies do help! 
You can either download a program which means that you can scan your machine when you want to without being connected to the Internet or allow a site such as HouseCall to scan your machine whilst you are online.
Links
AVG Anti Virus -free download
Avast! 4 HomeEdition - the home edition is free for personal non-commercial users
HouseCall -free online scan   

PC Tools
Avira AntiVir
Advice - always ensure your anti-virus software is up-to-date, preferably daily - at least weekly! 
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Regularly, 'tidy' and clean up your machine - get rid of those old, unwanted files, Spyware, adware and Trojans and while you are at it, tidy up the hard disk. Computers can become very slow when they are running unwelcome programs or are very cluttered.
Computers are not the efficient, tidy machines that we imagine - they do everything very simply and often using the quickest simplest solution rather the best, most efficient one - so, very soon the hard disk can appear like a very untidy filing cabinet - it, the computer knows where everything is but it is not filed efficiently just in the most convenient place at the time and so reduce the speed and efficient running of your machine. 
· Delete all those old, unwanted files.
· Consider deleting your temporary internet files and cookies -they can take up a lot of valuable space:
            Open Internet Explorer go to
            Tools | Internet Options | General |Temporary Internet Files
            and press delete files button. 

· Empty the recycling bin
· Run Adware, Spyware and Trojan identifying programs.
· Run the resources provided by your operating system such as :
            ScanDisk 
          Disk Cleaner
          Disk Defragmenter 
You should then have a machine with rather better performance. 

 

Links
A2 provides protection against Trojans, Dialers and spyware
Ad aware  - can do an online scan free or free download a program that you can run yourself. 

Malwarebytes
Spybot  
Spy Checker    free download 

TrojanScan online scan (not Vista)
Free Firewall and Internet Security Software  Guide 

The Open University Safe Computing Website
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· Keep an email account specifically to use when sites insist on an email address -make sure it is separate from your personal one that you use for family and friends.
· Never give out your email address or indeed personal information unless you need to. Often something on the web is advertised as free - however to receive the product you are required to give personal information and an email address - how free is free?
· Never open an email where you do not recognise the sender or the subject line appears suspicious -if it sounds too good to be true - it probably is - delete it! Don't let curiosity get the better of you. Even looking at the properties of the message is in effect opening it.
· Never open attachments, even if you know who the sender is without being sure that it has been scanned by your anti virus software and is free from viruses.
· Switch off the preview pane in Outlook Express - some viruses can be activated just by being previewed. 

              In Outlook Express go to View | Layout 
              and uncheck the box marked Show preview pane. 
· We are all in it together so don't be shy about asking your friends what firewall and anti virus software they use - we need to share the awareness to protect ourselves - if a friends computer has a virus then there is a good chance that the virus will attempt to send itself to you when it replicates, your email address is possibly in your friends address book and will certainly be on their hard disk, quite findable by any self respecting virus! If your friend refuses to take security measures then block their emails - it sounds hard but consider how valuable the data is on your computer - photos, letters, music... etc


 

Remember, Back up your Data Regularly!!!
N.B. The links included in these sections are examples they are not recommendations nor are they the only resources available - you should read the information given in the websites carefully, talk to family and friends about what they use and recommend, read articles on Internet security and make your own judgement. 

Please remember when downloading free software that someone, often more than one person has spent many hours programming it, testing it, fixing bugs and updating it. While it has been made available free to you, the programmers still need to live in the real world outside of cyberspace. 
	What Are...? 

Virus - a malicious program that attaches itself to a file, reproduces itself and spreads to other files. It generally disrupts computer functions and can corrupt or even destroy data.                                                              Back
Trojan - a computer program that enters your computer undetected, it appears to perform one function whilst doing something else. They technically are not viruses but can carry them. They can be designed to destroy files or steal data such as personal information, bank details, passwords which it then relays back covertly to the attacker via the Internet.  
Adware and Spyware - computer programs that enters the users computer covertly without their consent, they gather and relay information about a computer user to someone else. Can monitor keystrokes, gather email addresses, capture passwords and credit card numbers, monitor browser activity.                                                                                               Back
Dialler - a program that dials a premium rate phone number with the intention of accesses pornographic material.
Firewall - A piece of hardware or a program that monitors and intercepts network activity. I is used to prevent intruders hacking your machine and programs accessing the internet without permission.                                                                                         Back
Worm -a type of virus that does not need a host program. It can replicate itself and spreads via email and the Internet.
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