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The following information is from the Metropolitan Police [http://www.met.police.uk/computercrime/#iwf]:

The international nature of the Internet means that any attempt to deal with Internet-related crime will always be complicated by questions of jurisdiction. Laws vary from country to country and UK police have no power to intervene directly against criminal material on computers in another country or against criminals operating in another country. 

Efforts to combat problems such as extreme hardcore porn, racist hate crime or malicious attempts to interfere with computer systems depend upon co-operation between law enforcement agencies in different countries and, vitally, upon the voluntary co-operation of the Internet industry. The UK has recently established a National High Tech Crime Unit to deal with technology related crimes that run across conventional police boundaries and require specialist investigation skills.

Illegal or offensive material on websites, newsgroups etc.

UK police can only take direct action where material falls within their jurisdiction. It often happens that reported offensive websites turn out to be based in another country. However, if:

· the people who created the material are in the UK 

· or if the material has been published from or downloaded onto computers in the UK 

· or if it might be evidence of offences committed in the UK 

· or if it might be evidence of crimes committed by UK citizens travelling abroad 

then it may be a matter for UK police forces.

It has to be stressed that the police can only act against material that breaks the law. There is a great deal of material on the Internet that might cause offence but which is not technically illegal. To report illegal material, the follow the procedure should be followed:

In 1996 major Internet firms in the UK came together with the police to establish the Internet Watch Foundation (IWF) to act as a focus for removing illegal material from the Internet. It provides a hotline service to enable Internet users to report material they believe may be illegal. The IWF assesses the material and then notifies the service provider and the police.

Reporting illegal internet material through the IWF

The IWF is only able to deal with material that falls into the following three categories:

· Child Pornography located anywhere in the world 

· Adult material that would breach the Obscene Publications Act, but only if the offending site or service is hosted or registered in the UK. 

· Criminally racist material - but only if it is physically hosted in the UK 

The procedure is as follows:

Contact the IWF at
[image: image1.png]



If they decide action is needed they will contact...
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	The ISP
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	The Police


The police should not be contacted directly - the IWF are qualified to judge the illegality of the material and will report it to the police if necessary.

Useful Websites:

· http://www.nhtcu.org/
· http://www.iwf.org.uk/index.html
· http://www.inhope.org/
· http://www.saferinternet.org/


Hacking and other computer crime

The Kent Police Computer Crime Unit (CCU) deals with crimes such as hacking and virus writing.

Kent Police Computer Crime Unit 
Police HQ 
Sutton Road 
Maidstone 
Kent ME15 9BZ 

Tel: 01622 654 925 
Fax: 01622 654809



Association of Chief Police Officers (ACPO) Computer Crime Group

Good Practice Guide for Computer Based Evidence (v.2):

Presented as .pdf – can be downloaded from: http://myweb.tiscali.co.uk/uce_research/newtechcrime.html
or viewed at: http://myweb.tiscali.co.uk/uce_research/aimhigher%20downloads/Lea92.pdf


Offensive e-mails

"Spam" or general unwanted e-mail, will not always come from where it seems to come from. In most cases spammers will use false email addresses, or use other peoples emails addresses, without there consent or knowledge.

Police can generally only assist in criminal matters and there is little that they can do in relation to general "spam", such as commercial advertising and campaign mailing, especially if it turns out that it originates from another country. ISP’s (Internet service providers) may be able to provide advice on identifying the origin of e-mail and on selectively blocking messages. 

If someone is exploiting personal information in order to send unwanted e-mail they may be breaching data protection laws. In the UK the authority responsible for overseeing data protection laws is the Information Commissioner (http://www.dataprotection.gov.uk).

People, who feel they are in danger as a result of threatening or offensive e-mails, should contact their local police station. 

If someone thinks they are the victim of a stalker then care should be taken not to destroy evidence that might be useful to a police investigation. Keep copies of e-mails on disk and print out hard copies. Do not delete the original. 



Viruses

Police forces do not need to be notified about viruses. There are three main reasons for this:

1. A great many virus alerts are hoaxes - the forwarding of hoaxes in the belief that they are real has become such a problem that it is now sometimes classified as a type of virus in itself! 

2. If viruses are emailed to police forces and it is a genuine a virus then it could be passed on to the police force. 

3. The IT industry and law enforcement agencies around the world have established systems to alert each other about genuine virus threats. 

If however, an IT systems manager believes that a possible virus may be part of an attempt to hack or otherwise misuse their companies system, they should contact their local police force. If a computer user thinks they may have a virus they should contact their systems administrator if they have one. If they are a lone user then they can obtain information (and in some cases submit reports) through the websites of major anti-virus software companies.  Excellent source for information can be obtained from the Unified Incident Reporting and Alert Scheme (UNIRAS).  [http://www.uniras.gov.uk/]

UNIRAS was established in 1992 with the role of gathering information on IT security incidents in Government departments and agencies, producing periodic analysis and assessment of incidents and trends, and issuing alerts and briefings on matters of IT security concern. UNIRAS is now a fully integrated part of the National Infrastructure Security Co-ordination Centre (NISCC).


Internet Grooming:

"Grooming" is the technique that paedophiles use on the Internet to entice children into sexual activity. 

It is generally recognised that there are five stages in the grooming process:

1. Friendship
In the chat room the perpetrator will lie about their age. They will target young people who appear vulnerable, flattering the child into talking in a private chatroom where they will be isolated. The child will often be asked for a non-sexual picture of themselves. 

2. Forming a relationship
By carefully asking the child what problems they may have, they create the illusion of being their best friend. At this stage, there could be an invitation to use instant messaging.
3. Risk assessment
Asking the child about the location of their computer and who else has access to it in order to assess the risk of being detected. There would likely be an invitation to e-mail at this stage. The paedophile has now chosen a potential victim and is beginning to isolate the youth from others.
4. Exclusivity
Creating trust, the paedophile will try to build a feeling of familiarity or comfort. Building up a sense of mutual love and trust with the child, suggesting that they can discuss "anything". The paedophile will be testing what the child will put up with.
5. Sex talk
This is the stage that seriously violates boundaries. The paedophile may send pornographic images, and engage the child in explicit conversations, possibly requesting sexually explicit pictures from them. At this time the paedophile may admit to being older than they originally said (How would you feel if I were more your uncle's age?).  The paedophile may ask what kind of sexual experiences the youth has had and the paedophile will usually try to arrange a meeting with the child. By this time, the youth may be using a cell phone to communicate with the perpetrator.


SEXUAL OFFENCES ACT 2003

http://www.legislation.hmso.gov.uk/acts/en/2003en42.htm
The Sexual Offences Bill finished its passage through Parliament on 18 November and received Royal Assent on 20 November 2003. The government aim to implement the new legislation in May 2004. 

The government is planning to increase the maximum penalty for the "grooming" of children for sexual abuse from seven years in jail to 10, it was confirmed today. 

An amendment has been added to the sex offences bill increasing the maximum penalty, as the legislation returns to the House of Commons for its remaining stages. 

The new offence of "sexual grooming" would make it illegal for adults to meet or arrange to meet someone under 16 to engage in sexual activity. 

It is designed to stop paedophiles contacting children on the internet but would also cover adults who may be in contact with children for legitimate reasons, such as piano teachers or Scout leaders, who at some point decide to move the contact on to a sexual level. 

A Home Office spokeswoman said: "We have decided to raise the penalty for the 'grooming' offence following a convincing debate in committee where strong arguments were advanced for raising the penalty to enable appropriate sentences to be passed in the most serious cases." 

The announcement comes after a series of high profile cases involving men who used the internet to "groom" children. 

Last month, three judges in the Court of Appeal warned that men who use internet chatrooms to "groom" young girls for sex that they would receive lengthy jail terms, as they added 18 months to a three-year sentence for a paedophile from Cambridge who sexually abused two 13-year-old girls. 

They ruled that the three year sentence, handed out to 36-year-old electronics engineer Michael Wheeler at Norwich crown court in June, was "significantly too lenient". 

Douglas Lindsell, 64, of Twickenham, south-west London, who is believed to be the most prolific internet "groomer" ever, last month, received a five-year prison sentence for a series of offences. 

The former postal worker was found with a hand-written sexual profile of 54 youngsters from the UK and 19 from abroad. 

He bombarded some of the girls, aged as young as 13, with up to 100 phone calls after befriending them on the internet. 

At the time of his conviction, the Home Office said that the new legislation could have meant a doubling of his jail term. 




'Protecting the Public' - 
Home Secretary Launches Sexual Offences Bill White Paper
The Home Secretary David Blunkett has published the Sexual Offences Bill white paper, providing details of the Government's proposals on the strengthening of sex offender registration and the reform of the law on sex offences.

Presented as .pdf – can be downloaded from: http://myweb.tiscali.co.uk/uce_research/newtechcrime.html
or viewed at:  http://myweb.tiscali.co.uk/uce_research/aimhigher%20downloads/PTP_Final.pdf
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Net blamed for rise in child porn

Child porn crimes have risen by 1,500% since 1988 and new internet mobile phones could make things even worse, according to a children's charity. 
The internet is largely to blame for the huge rise in child porn offences, according to a report by NCH, formerly National Children's Homes. The charity says 549 child porn offenders were charged or cautioned in 2001, compared with only 35 in 1988. 

The charity fears new third generation 3G phones, with video streaming, will lead to even more offences because they are in some ways even more anonymous. John Carr, the author of the report, told BBC Radio Five Live: "In pre-internet days, if you wanted to get hold of child abuse images it was quite a difficult thing to do... 

	[image: image5.png]



	SOARING CHILD PORN OFFENCES 

1988: 35 cautioned or charged 

2001: 549 cautioned or charged (1,500% increase) 

Since 1988, 3,022 people in total cautioned or prosecuted 

In 2002, in a single day 6,500 Britons were identified as purchasers of child porn from a single US web site 

Source: NCH 
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"The internet completely changed all that. People perhaps with a suppressed or latent interest in it have now got a mechanism... they think the internet is anonymous." 

He said offences committed through chat rooms had also been rising "steeply". But Ray Wyre, a sexual crime consultant who has treated offenders, said the problem may have been worse in the past than society had realised. "Before 1988 child pornography, the possession of it was not an offence," he told BBC Radio 4's Today programme. "Up until then I had clients who had even been given back the child pornography after they'd hands-on abused because there was no power to keep it." 

'Abuser by proxy' 

Both experts agreed anyone who looked at child porn had to be considered at least a potential "hands-on" paedophile. "A paedophile is somebody who sexually abuses children," said Mr Carr. "Anybody who looks at child pornography on the internet is an abuser by proxy.”And over one in three people found in possession of child pornography, according to a very large American survey, will in fact be involved in hands-on abuse." 

On how to control the problem, Mr Carr said censorship would be undesirable and, anyway, technically impossible to implement. He called on the industry to do more to make the internet safer for children. 

He said: "We do need more and better technical solutions and this is really throwing a challenge down to the industry.”If we cannot convince the majority of the public that the internet is a safe place for children... in the end the internet as we know it today will cease to exist, and that will be a sad day." 
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It's technically possible [to track paedophile activities on the net], the only thing there's a shortage of is the actual resources being made available to the police [image: image24.png]





Dr Rachel O'Connell 
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Situation 'worse' 

The figures for 2002, when they come out, are expected to be much higher even than 2001, because of the impact of Operation Ore, an investigation into 6,500 Britons accused of accessing one US-based child porn site using credit cards. 

Dr Rachel O'Connell, director of the Cyberspace Research Centre at the University of Central Lancashire, said that operation had in some ways made the situation worse by taking up so much of police's computer crime unit’s time. "Most of their resources, if not all, are taken up investigating the cases that were identified in Operation Ore," she told BBC Breakfast. 

"It's technically possible [to track paedophile activities on the net], the only thing there's a shortage of is the actual resources being made available to the police." 

Hutchison 3G is the only company to have launched the new video phones so far. 

It and the other big five mobile phone firms - Vodafone, Virgin, T Mobile, Orange and O2 - are publishing their own code of practice later this month on tackling potential problems. 

Story from BBC NEWS:

http://news.bbc.co.uk/go/pr/fr/-/1/hi/technology/3387377.stm

Published: 2004/01/12 13:47:32 GMT

© BBC MMIV
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Internet paedophile jailed for five years

A British man has been jailed for five years in the United States for having sex with a schoolgirl he met via the internet. Mobile disco DJ Barry Beadle, 51, appeared before a judge in Des Moines, Iowa. 

Beadle, from Merseyside, pleaded guilty in September to two sex offences after spending several nights at a hotel with a 14-year-old girl. The former psychiatric nurse was caught because the manager of the hotel, in Fort Madison, was suspicious of the cheque Beadle tried to pay with. 

Beadle had been in custody in Lee County Jail since his arrest in April. Beadle met the girl in an Internet chatroom and knew she was under 15 according to FBI agent Thomas J Reinwart. 

Missing person report 

Beadle flew to Burlington Iowa Airport on 16 April, and took a bus to Lee County. The girl, who told her mother she was staying with friends, was picked up from home by Beadle and they checked into the nearby Best Value Inn. The pair stayed together for six nights. Hotel residents saw them kissing in the grounds. 

But it was only when Beadle tried to settle his bill on April 22 with a British bank cheque that police were called and he was arrested. By then the teenager's mother had filed a missing persons report. Beadle, from Ainsdale, pleaded guilty to travelling to the US to have sex with a minor and inducing a minor to have sex. 

Story from BBC NEWS:

http://news.bbc.co.uk/go/pr/fr/-/1/hi/england/merseyside/3380955.stm

Published: 2004/01/08 21:58:28 GMT

© BBC MMIV
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'How I lured paedophiles online'
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Rachel O'Connell: "I had to have regular counselling"

How do paedophiles operate on the net? In our weekly Real Time series, Rachel O'Connell tells how she posed as a chatroom child. 

I started investigating how paedophiles use the internet to get access to kids in 1996, as part of my PhD. I first explored their newsgroups, and found a supportive virtual community exchanging fantasies and alleged experiences, and also child pornography. Some of the technically sophisticated guys also shared information on how to avoid detection with those who weren't up to speed. At the time, these newsgroups were relatively easy to find because they had obvious names. I won't tell you in case it sends the curious in for a look [and UK internet service providers have agreed to tighten controls on such sites]. 

So lonely 

The next logical step was to see how paedophiles groom children in chatrooms, so I posed as an eight, 10 or 12-year-old to see how I would be approached. 
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Paedophiles swap files online

I usually gave out lines such as, 'My parents are always fighting' and 'I've moved to a new school' - the words of a child who's quite isolated. In the time I spent online, I was approached by loads of men. It was really tough work - I had to have regular counselling, because it wasn't the type of thing I could talk about with my friends. They go through a friendship-forming phase, in which they identify a target child - in this case, me - and pose as someone just a few years older. 

They talk about whatever the child is interested in, be it online gaming or the band Steps. As with the start of any friendship, they say things like 'You sound really nice' and 'I like talking to you' to create a sense of trust. 

Then they start asking things of a sexual nature - 'Have you ever been kissed' or 'Do you touch yourself?' - and may suggest an offline meeting. This sounds pretty bad, until you remember that the child thinks they're talking to another child who's slightly older. 
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Coronation Street Sarah-Louise and mother Gail

Earlier this year, I worked with the Coronation Street writers developing the script for Gary, the man who stalks Sarah-Louise after meeting her in a chatroom. They wanted advice on what he might say, how things might progress, and just how manipulative he could be. Hence, when her parents drop her off to meet her new friend, he reassures them and they drive off thinking, 'Our daughter will be safe with this guy's son.' 

Forewarned is forearmed 

My research has moved on now - mostly for my own sanity - and because I learned enough to put together an effective prevention programme for kids. 

 [image: image15.jpg]



Rachel offers advice on internet safety

The best form of defence is to equip kids to gather evidence about the people they talk to online. We've just run our first summer school on internet safety, to teach kids to run these checks routinely. But we don't preach to them. There's no point telling a 12-year-old not to do something, otherwise it'll become the most attractive thing in the world to do, ever. 

Trying to groom kids online is a high-risk activity, and paedophiles exchange information about the children they talk to online. If they know a child is gathering IP addresses, then that child becomes a far less attractive target.

Story from BBC NEWS:

http://news.bbc.co.uk/1/hi/uk/1454357.stm

Published: Tuesday, 7 August, 2001, 12:03 GMT 13:03 UK

© BBC MMIV
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Operation Ore puts children 'at risk'
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Operation Ore provided leads on 250,000 suspects

Children are at risk because the police cannot cope with a growing number of suspected internet paedophiles, according to one of the most senior officers dealing with child pornography. Detective Chief Superintendent Derrick Kelleher has admitted he is taking officers away from child protection units to arrest suspects identified by Operation Ore, the UK's largest ever police hunt against internet paedophiles. 

"These teams are already stretched to the limit," the commander of the Metropolitan Police Child Protection Group told BBC Radio 4's Today programme.  "Our priority must be protecting children who are at risk here and now." 
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Townshend says he was researching a book 

Operation Ore has given police direct leads on 250,000 suspected internet paedophiles worldwide, including The Who's Pete Townshend, who insists he was merely researching the subject. But Detective Chief Superintendent Kelleher told Today it had taken six months to identify 10% of them in London alone. 

"We have not got a list of names." 

"We have only got a list of credit card numbers.”

"We are having to work methodically through this list through the financial institutions. 

"It is time-consuming. “

"We have not got the level of resources to attach to it.”

"And it is going to take us a long time." 
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Child porn can be accessed in seconds. 

Home Office minister Hilary Benn said the government had implemented measures to protect children from this "horrific form of abuse". The centrally-funded National Criminal Intelligence Service had taken some of the strain by initially sifting through the names to prioritise who they considered were the worst offenders. 

And part of the role of the National Hi-Tech Crime Unit, set up at a cost of £25m, was to support police forces by giving technical expertise. Mr Benn added: "Police forces have had a big increase in funding - 6% this year, 10% last year." 

Deputy assistant commissioner Carole Howlett, spokeswoman on internet child pornography for the Association of Chief Police Officers, last year asked for more police resources to help. 

Ms Shipley said £500,000 had been given, but the police needed about £2m to tackle the huge scale of the problem. "The police need to get a move on and the government needs to finance it as a matter of urgency," she said. 

Donald Findlater was manager of the Wolvercote Clinic in Surrey - the only residential treatment centre in England for paedophiles, until its closure last year. He told the programme: "Operation Ore has presented enormous challenges which are currently being faced by the police in terms of properly investigating and accumulating evidence. 

"The next challenge will be faced by the courts and probation service and maybe the prisons.”

"We are going to see this large bulge of this group of individuals going through the system.” 

"And frankly I doubt the system will be able to deal competently, and in a way that protects children, as these people go through the system." 

Story from BBC NEWS:

http://news.bbc.co.uk/1/hi/uk/2697151.stm

Published: Monday, 27 January, 2003, 09:24 GMT

© BBC MMIV
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January 26, 2003 

Net closes on child porn suspects

by Robert Winnett and Gareth Walsh

ON page after page the names unfold with numbing regularity in one of the most disturbing social documents of our time: a list of those suspected of paying to see computer images of children engaged in sex. They are mostly ordinary names at ordinary addresses. Mr X at 74 such-and-such Avenue, Mr Y at 46 so-and-so Drive (they are nearly all men). They live in average homes in suburban roads from Chichester to Aberdeen, from Tiverton to Newcastle upon Tyne. 

 Outwardly they probably lead respectable lives but behind their front doors, in the solitude of the rooms where they keep their computers, they pay to become voyeurs in a cyber-world of depravity. 

This is the list, compiled by investigators at the US Postal Inspection Service, of British people who have paid to access websites displaying graphic images of child abuse and bestiality. There are more than 7,200 of them, but the document runs to 1,000 pages because the entries log details of different user names and the frequency of their visits. 

Then, as you scan down the list, names begin to jump out: senior business executives, a television producer, a historian at a top university. A few names are clearly false — used merely for cover — but in most cases, including that of Pete Townshend, the guitarist with the Who who has admitted accessing a child pornography site for research purposes, the names, credit card details and addresses do match. Fictitious “user names” can be used, but paying requires a genuine credit card, which has led police to their true owners. 

A famous newspaper columnist is named, along with a song writer for a legendary pop band and a member of another chart-topping 1980s cult pop group. A well known City PR man and a management guru appear, along with an official with the Church of England. 

Personnel at military bases are also represented: people logged on to the paedophile sites from Mildenhall, Suffolk, Buchan, near Peterhead, Scotland, Strike Command in High Wycombe, Waddington in Lincolnshire and Leeming in North Yorkshire. 

For weeks rumours have circulated that the names of two Labour ministers appear on the list; but, other than obviously false names, none does. 

The suspects come from all areas and all sorts of professions — the law, publishing, the civil service and teaching, including two staff members at Millfield, the private school in Somerset, who were recently arrested (after which the school made it clear that the police inquiry had nothing to do with pupils). A large number of entries appear to be merchant bankers, City lawyers, high- flying accountants and company executives. 

A geographical analysis of names with addresses suggests that two-thirds are based in London and the southeast. The stockbroker town of Guildford, with a population of 130,000, has 10 people thought to have accessed child porn websites. Reading has 30 suspects, Southampton 15, Milton Keynes 14 and Brighton and Hove 12. The area around Cambridge, with a population of just over 100,000, has 20 people appearing on the list, with several in the small town of St Neots. 

All the suspects are said to have used their credit cards to pay a £21 monthly fee to Landslide Productions, the Texas firm that provided them with links to 300 pay-per-view child pornography websites. 

With titles such as Cyber Lolita and Child Rape, the sites were so explicit that they shocked even the most seasoned detectives. An eight-year-old girl and her six-year-old brother, both from Manchester, are among the few youngsters so far identified. A Scotland Yard officer said they had been abused by their stepfather and photographed in sex acts. 

The US inquiry began three years ago and investigators face a mountainous task in corroborating the details. Forces across Britain have spent seven months working through the names of those in their area. So far more than 1,200 have been arrested. Hundreds more will be questioned in the next few weeks, their homes and offices searched and their computers seized. Some users accessed the sites only once. But many on the list cannot argue that they did not know what they would be viewing: the records show that some accessed the internet service at least 50 times. 

The investigation into the “master list” of 7,272 British suspects, drawn from an estimated 75,000 international subscribers, is known as Operation Ore. Detectives privately admit that in its early stages it was mismanaged and that a shortage of resources led to a huge logjam at police forensic science laboratories, where seized computers are examined. 

“It was a shambles,” said one senior Scotland Yard detective. The National Criminal Intelligence Service initially focused on suspects who had most frequently accessed the site. Only later did senior officers realise that they needed to concentrate first on those who posed the greatest threat to children. 

Officers then divided the suspects into three groups. The highest priority was given to anyone who had access to children, a previous conviction or who was on the sex offenders’ list. The second category covered those in a position of official authority. The third and largest group covers those who are not regarded as posing a direct risk to children. 

Operation Ore has already ensnared the majority of those in categories one and two. They include teachers, barristers, solicitors, university lecturers, hospital consultants, a deputy prison governor, a senior Treasury civil servant and 50 policemen (including two involved in the investigation into the murder of two girls in Soham, Cambridgeshire, last year). 

But police have hardly begun approaching those in category three, which contains some 6,000 apparently respectable members of society. 

Additional reporting: Zoe Thomas, Jonathan Ungoed-Thomas 

Story from Times Online:

http://www.timesonline.co.uk/newspaper/0,,176-555227,00.html

Published: January 26, 2003

© Copyright 2004 Times Newspapers Ltd.
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Microsoft closes all chatrooms to stop paedophiles

By Robert Uhlig, Technology Correspondent

(Filed: 24/09/2003) 

Microsoft announced the closure yesterday of all its internet chatrooms, to protect its customers, some of whom are teenagers, from paedophiles and unsolicited pornographic spam emails.

More than 10,000 chatrooms, for fans of such diverse hobbies and pastimes as beekeeping, Arsenal Football Club, Harry Potter and Motörhead, the heavy metal band, will be cut off on Oct 14.

Gillian Kent, director of MSN UK, Microsoft's online service, said it was "necessary to make these changes because on-line chat services are increasingly being misused for spam and inappropriate communication".

Although the move was welcomed by some child protection charities, several internet experts said Microsoft's motivation was more financial than a genuine concern about the types of conversation taking place in chatrooms.

Ian Angell, professor of information systems at the London School of Economics, said the measure was "rather draconian" and unlikely to make any immediate change to the risk of paedophiles "grooming" children online.

According to National Children's Home and Charities' Coalition for Internet Safety, at least 26 cases in Britain of children being raped or abducted by paedophiles had been linked to chatroom contact.

But Prof Angell said Microsoft's decision to close its chatrooms would simply result in children seeking other internet meeting rooms in which it may be even more difficult to trace paedophiles.

"You have to look at Microsoft's decision as financial. Because the chatrooms were free, the more popular they became, the more it cost Microsoft to run them."

Prof Angell said there were "some very sound financial decisions" behind Microsoft's decision to close its chatrooms.

"They do not want to get sued if an abduction or rape of a child is linked to contact made in their chatrooms and they have to demonstrate they are taking proper care," he said. "They will need to monitor chatrooms properly and that costs money."

Microsoft will still allow access to its chatrooms to American customers prepared to pay a subscription.

John Carr, internet safety coalition chairman, said Microsoft's decision was "a momentous announcement" because it would prompt other chatroom companies to reassess their position.

Story from Telegraph Online:

http://www.telegraph.co.uk/news/main.jhtml?xml=/news/2003/09/24/wmicr24.xml&sSheet=/portal/2003/09/24/ixportal.html

Published: 24/09/2003

© Copyright Telegraph Group Limited 2004.
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Race to save new victims of child porn 

Computer file sharing has sent paedophile demand for real-time images soaring. But, as Audrey Gillan reports, police can often only watch as children grow older and continue to be abused 

Tuesday November 4, 2003

The Guardian 

Paedophiles are swapping thousands of hardcore images of child sex abuse in a new form of computer child pornography that police believe is feeding a demand for more real-time victims of abuse. 

The Guardian has established that the demand for child porn through the use of file-sharing technology - normally associated with swapping music and movies - has grown so rapidly that law enforcement agencies are now employed in a global race to track down the children who are being abused. Some of the children, police believe, are being abused on a daily basis to provide a constant supply of new computerised material. 

Senior officers have revealed that the scale of peer-to-peer traffic in illegal images of children now dwarfs almost any other paedophile network they have encountered. The images are generally more extreme and at least 20% of the users are what police class as Category One, meaning that the suspect is "of significant risk to children". 

But resources available to police to tackle peer-to-peer child porn are limited and though they are catching some offenders, it may take months or even years to track down the location of some victims. In such cases, officers monitoring the images can only watch as the children grow older and continue to be abused. 

Many of those addicted to child porn have flocked to peer-to-peer file sharing software such as KaZaA, Morpheus and Grokster because they are free so, crucially, users do not have to leave any credit card details, leading them to believe that they cannot be traced. The explosion in file sharing, driven by the demand for music files, has also made the technology readily accessible, quick and easy to use. 

It also has the attraction of not requiring the users to be part of a traditional organised paedophile ring using password-protected, covert means to distribute images; rather peer-to-peer technology allows them direct access into the hard drives of other paedophiles' computers with no third party authority monitoring content as is the case with chat rooms and news groups. 

Scotland Yard officers have told the Guardian that they stumbled across this phenomenon by accident during another inquiry and say they have been stunned by its exponential growth. They believe the phenomenon is more alarming than previous internet-related cases, such as the high-profile Operation Ore. 

The Met's child protection hi-tech crime unit has already built a list of 800 suspects involved in file swapping illegal images in the UK alone. While most are involved only in sharing or downloading the images, a significant proportion are active abusers producing the material themselves, often using their own children, their neighbour's children or - in rarer cases - by luring strangers. At least 30 peer-to-peer cases in the UK so far involved hands-on abuse in which the children in the images were real-time victims. 

Police found one man who had wired webcams into his daughter's bedroom so that he could share video images of his abuse with other peer-to-peer file sharers. 

Detective Superintendent Peter Spindler, who heads Scotland Yard's paedophile unit, said: "We are finding real-time live abusers. These people are able to get brand new images straight up on the net." His officers have found that when new images appear, the children involved are often related to or live nearby the person distributing the material. 

But the sheer volume of new material, combined with the fact that it could have been produced anywhere in the world, has meant that police have often been unable to pinpoint the child's location. 

Detectives rely on two methods of tracing location: electronic footprints left by the user while online and forensic analysis of the images to find clues pointing to the country of origin, such as telephone books in the background or the style of furnishings. In some cases, often where the child is being held prisoner and abused in a completely blank room, there are not enough leads for police to chase. 

One case being investigated involves a prepubescent girl who is being held prisoner in a room and repeatedly abused. International law enforcement agencies know only that she is in the United States and the FBI is trying to pinpoint her exact location. New images of the child are shared through KaZaA and other services but police have been unable to find her. 

Gemma Holland, victim identification project manager at the University of Cork's Combating Paedophile Information Networks in Europe (Copine) which has a database of more than 600,000 child porn images, said: "This is a global problem. The abuse could be in the next village or somewhere near you but the problem is the images are being shown globally. Identifying the kids in these images should be our prime concern and of the greatest importance." 

The decentralised nature of the internet and peer-to-peer specifically make it difficult to define numbers of images in circulation or children involved but experts says it is growing daily. Washington's national centre for missing and exploited children, which acts as a clearing house for child porn tip-offs, said that reports of such images in shared files had increased by 400% this year. 

David Wilson, professor of criminology at the University of Central England in Birmingham, said: "Peer-to-peer facilitates the most extreme, aggressive and reprehensible types of behaviour that the internet will allow." 

The Guardian understands that the National Crime Squad is considering coordinating all of this work, rather than leaving it to small groups working within the country's various forces; so far the leading forces have been the Met, West Midlands and Greater Manchester. 

Peer-to-peer has become more attractive for paedophiles in the wake of Operation Ore, the high-profile British police operation which was launched after US authorities handed over the names of 7,200 people suspected of subscribing to websites offering paedophilic images. While Ore has grabbed headlines, many senior officers and child abuse experts believe that targeting people at the lower end of the paedophile spectrum has been a distraction in terms of child protection. 

Prof Wilson believes Ore showed how the criminal justice system concentrated on the wrong type of offender, the people who downloaded the material rather than produced them. It needed to refocus on activities such as peer-to-peer file sharing and the producers of child pornography. 

He said: "Police operations have not been getting to the type of paedophile that we need to get to. It's in their interests to keep the debate moving towards the kind of people they should be spending time and resources on. 

"The Achilles heel of peer-to-peer is that it makes something that is secret and furtive into something that is public and when it is public that offers the police a window of opportunity to police it." 

In a room on the fifth floor at Scotland Yard, officers in the hi-tech crime unit are trying to do exactly that, sitting at computers, monitoring activity on the peer-to-peer boards. They are part of a team working on Operation Pilsey which started as a small-time inquiry in March 2001 by the Met's clubs and vice unit and burgeoned with the number of people posting images via file sharing. The detectives working here are now inundated. 

They explain that they can use technology to detect the location of those who download the images and sometimes that of the abusers. If there is a child immediately in danger, officers will conduct a raid as soon as they have a location. 

Paedophiles believe it is harder for them to be detected through peer-to-peer software but investigators are able to access their shared folders and quickly discover if they contain illegal images of child abuse. They are then able to establish the location of the owner of the shared folder. 

Extreme

Detective Constable Sean Robbie scans through a list of images held in one shared folder to illustrate the point. A scroll through shows the thousands of illicit files that are on offer. Some of the milder titles are "nine-year-old rape", "eight-year dance" and "dad does daughter". All of it is accessible to anyone who requests it, including children. Key in the word Britney or Barbie and the number of images available is astonishing. 

We view one of the files involving the American girl - of which there are thousands - and see her dancing provocatively for the camera. This is one of the least extreme of the images available, some of them replications, others new. 

Over the last 18 months, Pilsey officers have found a surprising number of magistrates, city workers and police officers and even children with paedophile images on their computer. Two weeks ago, William Legros, now 18 but 16 when he downloaded child sex images, was given a 12-month community rehabilitation order after being tracked down by Pilsey. 

James Taylor, 43, was convicted in Scotland last month after he posted digital camera shots of himself raping a 13-month-old baby. He was detected when Scotland Yard officers passed his details on to local police. Forensic analysis of the images helped establish the baby's location in a house nearby. 

Taylor, from Grangemouth, who is married with children aged 15, 13 and 11, also took indecent pictures of a six-year-old child as she slept and had 2,880 hardcore child porn images on his hard drive. He was sentenced to just five years. 

In June, Gordon Sheppard, 35, of Stirling, was convicted of posting more than 900 pictures of himself abusing an eight-year-old. He is now serving seven years. 

"No matter how many we nick, there doesn't seem to be any marked disruption of them," one detective told the Guardian. 

Detective Inspector Brian Ward, the officer in charge of Pilsey, said: "So many computers are being examined and so many suspects are being thrown up. We are in danger of being inundated. We have a department of 22 and it's not enough. We have got to start thinking more about the disruption of this." 

By exposing themselves to public gaze via file swapping services, paedophiles whose abuse may never have come to light are now more likely to be caught. But with communications technology developing so rapidly, detectives know that their success in bringing down peer-to-peer child porn networks will quickly drive the users to find new and more sophisticated distribution means. 

John Carr, internet adviser to the children's charity NCH Action for Children, has warned that encoding of their material may be the paedophiles' next bolthole. 

For Det Insp Ward, the challenge will be to ensure that by the time the child pornographers get that far, his officers are already there waiting for them.

Story from Guardian Unlimited:

http://www.guardian.co.uk/child/story/0,7369,1077260,00.html

Published: Tuesday November 4, 2003

© Copyright Guardian 2004

PAGE  

